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Foreword
A lot has changed in the global privacy landscape since DSCI published the DSCI Privacy 
Framework (DPF©) in 2010. The rules notifi ed in 2011, under section 43A of IT (Amendment) Act, 
2008 introduced the concepts of sensitive personal information and reasonable security practices 
along with defi nitions of privacy principles. A privacy framework has also been prepared by the 
group of experts set up by the Planning Commission as input to the government’s efforts to develop 
horizontal privacy legislation applicable to all sectors.

 Technology and globalization have increased trans-border data fl ows. Individuals are putting out 
more of their personal data on websites, and social media in return for free services and better 
user experience. To enable the individual to have more control of their data, both the EU and 
the US have studied their concerns, and come up with updated versions of legislation to protect 
citizens and consumers. The proposed EU Data Protection Regulation was released in January 
2012, followed by the US Consumer Bill of Rights in February 2012. Likewise, OECD has also 
proposed revised Guidelines for Privacy in October 2012. ISO is also doing interesting work in 
privacy framework and related areas. All of these are expected to become laws after necessary 
legislative approvals in due course. These laws likely will adopt some of the new principles such 
as privacy by design, right to be forgotten, data minimization, among others. The essence of the 
privacy legislations globally has been the privacy principles and the new data protection regimes 
will continue to emphasize on these, with inclusion of new privacy principles or aligning of the old 
ones to the new developments.

As part of DSCI Privacy Framework (DPF©), DSCI identifi ed nine fundamental Privacy Principles 
which have been derived from globally accepted principles of privacy and has been promoting 
their implementation in India. The missing element was the assessment piece, which is critical 
to understand and measure the success of what has been implemented. I’m happy to present 
the Assessment Framework for Privacy (DAF-P)© – Privacy Principles based Assessment. This 
document is intended to help organizations assess and improve maturity in the implementation of 
privacy principles across all the organizational processes that deal with personal information and in 
the process optimize their efforts while implementing privacy principles across global operations. 
Special effort has been made for identifying and addressing all the possible aspects of a privacy 
principle implementation, to also help organizations in their compliance efforts for meeting multiple 
regulatory requirements.  To address the specifi c needs of the organizations having operations in 
India, this part of the DAF-P also contains an assessment questionnaire that has been designed 
to help assess compliance against the privacy principles prescribed under section 43A of the IT 
(Amendment) Act, 2008. This part of the DAF-P is intended for self-assessment only and does 
not provide for DSCI certifi cation, unlike the other part of DAF-P: Assessment of Organizational 
Competence in Privacy which is being released separately.
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I am thankful to the members of the DSCI Privacy Assessment Advisory Group (PAAG) for providing 
their valuable inputs in the development of DAF-P and helping us align it with the market needs. 
I hope the industry will fi nd this assessment framework useful and will contribute to raising the 
privacy standards in the country. DPF and DAF-P are important milestones in our journey in 
thought leadership. As always, ideas and constructive criticism to improve our work are valued 
and welcomed by DSCI. 

Dr. Kamlesh Bajaj
CEO, DSCI
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Background
The capacity and capability of organizations to acquire and use personal information has increased 
tremendously over the years. A drastic change in the capability of organisations to use modern 
technology that uses information to deliver services is being witnessed.  Context aware computing, 
location based services etc. are making it possible for organizations to deliver value by offering 
customized services that meet the needs of their customers in a given context. However, such 
innovative uses of technology are also putting privacy of individuals at risk. On the other hand, 
the individuals themselves are becoming active data generators with the growing use of social 
media. As a result of these phenomena, the economic value of personal information has increased 
tremendously.

Technology has become one thread that knits the world together. Increasing globalization, as 
a result of fostered ties between nations, has facilitated cross border data fl ows among various 
entities. Rapid globalization of the world economy, along with advancement in technology, 
allows organizations to reap benefi ts through trade in services. Trans-border data fl ow facilitates 
business process streamlining, improves market access, and maintains business relevance in fast-
evolving business landscape. Transaction initiated on the Internet results in multiple data fl ows, 
via phenomena such as web 2.0, online social networking, search engine, and cloud computing. 
Ubiquity of data transfers over the Internet, and enhanced economic importance of data processing, 
with direct involvement of individuals in trans-border data fl ows have phenomenally increased. 
While this is exposing individuals to more privacy risks, it is also challenging businesses which 
are collecting the data directly entered by users, or through their actions without their knowledge 
- e.g. web surfi ng, e-banking or e-commerce - and correlating the same through more advanced 
analytic tools to generate economic value out of data.  This has resulted in data becoming one of 
the key drivers of the knowledge based society - even more critical to business than capital and 
labor. But organizations are accountable for data collection and its use. Almost every industry 
sector dealing with trade in goods and services makes use of data fl ows. Cloud computing which 
is set to change the global ICT landscape is heavily dependent on trans-border data fl ows.

Countries are responding to this challenge by legislating and / or reforming privacy laws. It is 
universally recognized that there are different laws and privacy cultures in various parts of the 
world. The Fair Information Privacy Practices (FIPPs), developed by the United States in 1974, 
were the foundation for the development of OECD privacy principles that were announced in 
1980 for promotion of free international trade and trans-border data-fl ows. The European Union 
came up with its Data Protection Directive in 1995, which has led to the establishment of Data 
Protection laws in nearly all of the European countries. There is similarity in the privacy principles 
that are promoted by all of these frameworks, but the approach to the implementation is somewhat 
different. While the US relies, to a great extent, on industry self-regulation, the EU approach is to 
have Data Protection Authorities with powers to call for databases; agreements, including approval 
of contractual agreements based on standard contractual clauses. APEC privacy framework, 
announced in 2004 is the most recent global effort of 21 countries; it is based on privacy principles, 
and cross-border privacy rules for data-fl ows, with accountability as a key principle which is sought 
to be enforced through existing laws and self-regulation.
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In India, to strengthen trust in electronic transactions and to address the needs of the outsourcing 
industry, the Information Technology (Amendment) Act, 2008 was notifi ed for implementation on 
27 October, 2010, which introduced provisions for protection of ‘sensitive personal information’ 
through implementation of ‘reasonable security practices’ by organizations. The Act recognizes 
self-regulation and promotes trans-border data fl ows with adequate protections. It also provides 
for Adjudicating Offi cer in every Indian state, with the powers of the civil court, to hear complaints 
and order compensation to the affected individuals. Given that the use of IT in providing services 
to citizens and consumers in India continues to proliferate, the privacy concerns of individuals have 
started gaining importance. National projects such as UIDAI, NATGRID etc. and regulations such 
as RTI have stirred a debate on where   privacy gets overtaken by the need for national security. 
The need for comprehensive privacy legislation at national level, horizontally encompassing 
all the sectors and verticals, which recognizes the right to privacy of individuals has, therefore, 
emerged. A committee under the aegis of Planning Commission was set up that has provided its 
recommendations based on analysis of global privacy regimes to the government, and that should 
be taken into account while making the Privacy Bill.

In the information age, governments, private sector and the civil society have to build legal regimes 
and practices which are transparent, and do not restrict trans-border data fl ows; inspire trust among 
individuals, and enhance their ability to control access to their data, even as economic value is 
generated out of such data collection and processing for all players. This trust can be ensured 
through development and adoption of standards and practices for privacy protection, supported by 
the compliance demonstration capabilities of the organizations. It is the in long term interest of the 
organizations to adopt contemporary standards and practices that help them provide assurance 
to the stakeholders including consumers, governments and regulators. 

DSCI, as an industry initiative, pioneered the DSCI Privacy Framework (DPF©) which promotes 
best privacy practices in nine areas. DSCI has been encouraging its adoption by the Indian industry 
since the publication of DPF© in 2010. The framework has received good response from the 
industry and it has been adopted by some large enterprises to establish their privacy programs. 
As part of DPF©, DSCI has also developed DSCI Privacy Principles which are based on the study 
and analysis of global privacy principles including those of FIPPs, OECD, EU, APEC, etc. DSCI 
Assessment Framework for Privacy (DAF-P)© is the logical progression of DPF© and can be used 
as the much required instrument to provide privacy assurance to external and internal stakeholders. 
The framework provides for two approaches to provide assurances against: organization’s privacy 
competence and organization’s implementation of global privacy principles. The latter approach also 
includes questionnaire for helping organizations assess compliance against privacy requirements 
specifi ed under section 43A of the IT (Amendment) Act, 2008. 
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Privacy Assessment Approaches

Privacy Assessment can be of three types as shown in the fi gure below. Each assessment type 
addresses a specifi c need.
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Assessment of Organizational Competence in Privacy

Organizations are accountable for data collection and its use. Accountability is emerging as 
a fundamental privacy concept which puts the onus on the organizations handling personal 
information for protecting it, instead of transferring the responsibility of data collection and usage 
onto the individual through complex notices, choices and consent. The revisions in privacy 
regulations globally put a lot of emphasis on accountability. In India, the framework for creating 
privacy bill released by the Planning Commission also emphasizes on the Accountability principle. 
What this means for the organizations is to have a comprehensive privacy program in place 
which is based on a well-defi ned privacy strategy / policy and the program is implemented across 
the organization, with appropriate monitoring & oversight mechanisms in place to check non-
compliances and performance. This is somewhat similar to how information security is designed 
and implemented in the organizations today. To build such an organizational privacy competence 
requires privacy standards, practices and frameworks on which the organizations can build their 
privacy programs. An assessment model to gauge organization’s privacy initiatives is obviously the 
next step and can be used by external or internal assessors to certify successful implementation 
of a privacy program within the organization.
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Privacy Principles based Assessment

Privacy legislations around the world prescribe privacy principles such as notice, choice, consent, 
access & correction, openness, etc. to which organizations have to comply. The implementation of 
privacy principles can be done at the organizational / business process level or at the organizational 
level depending on the type of privacy principle. For example, consent as a privacy principle 
has to be implemented at the process level, which is dealing with personal information and this 
process could be either consumer-centric or employee-centric, whereas Openness as a privacy 
principle needs to be implemented at the organizational level, which, of course, has to be refl ected 
in all the processes dealing with personal information. The implementation of privacy principles 
is also specifi c to the role played by the organization in a given context – that of a data controller 
or a data processor, as the applicability of privacy principles, based on this role, vary. For the 
purposes of privacy protection and compliance to privacy legislation, it is of utmost importance 
to check the successful implementation of privacy principles within the organization both at the 
process and organizational levels. Numerous Privacy Impact Assessment (PIA) methodologies 
have been developed against specifi c regulations to check implementation of privacy principles. 
Such an assessment helps an organization ascertain the level of implementation of applicable 
privacy principles for a specifi c organizational / business process, or at organizational level, and 
to demonstrate compliance to a regulation, but does not focus on organizational capabilities in 
designing and implementing an overarching privacy program that cuts across all the organizational 
processes.

Privacy Evaluation of a Product or Service

This assessment approach addresses the need of evaluation and certifi cation of IT based products 
and services against applicable privacy requirements which are mainly in the form of privacy 
principles as prescribed by privacy legislations. Products include hardware as well as software 
components, whereas services includes automated, ready to use commoditized services such as 
search engine services, online banking services, email services, data storage services, etc. This 
approach requires functional and technical evaluation of products and services, requiring detailed 
study of design and development processes, technology architecture, technical specifi cations, etc., 
as these products and services are based on IT components. Examples of such assessments 
include Europrise and TRUSTe privacy seal programs.
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DSCI Assessment Framework for Privacy(DAF-P)©

DSCI Assessment Framework for Privacy (DAF-P)© is divided into two parts - Assessment of 
Organizational Competence in Privacy and Assessment based on Privacy Principles (as depicted in 
the fi gure below) and does not include the third type of privacy assessment - Privacy Evaluation of 
a Product or Service; though DSCI may develop this type of assessment approach in the future.

DSCI Assessment Framework- Privacy (DAF-P)©
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DAF-P: Scope

This document covers the Assessment based on Privacy Principles part of DAF-P and there is a 
separate document which deals with Assessment of Organizational Competence in Privacy part 
of DAF-P. In case an organization wants to assess its implementation of global privacy principles 
(more relevant for organizations having global operations across different geographies such as 
BPOs, global banks, retail chains, etc), this document is of relevance. This part also provides 
a questionnaire for organizations having operations in India, to help them assess compliance 
with the privacy requirements as prescribed in the section 43A of the IT (Amendment) Act, 2008. 
On the other hand, if an organization wants to assess its organizational competence in privacy, 
then Assessment of Organizational Competence in Privacy part of DAF-P is of relevance. The 
Assessment based on Privacy Principles part of DAF-P is a self-assessment approach and does 
not provide any provision for third party audits and DSCI certifi cation, whereas the Assessment
of Organizational Competence in Privacy part of DAF-P can be used by organizations either to 
get assessed by third part auditors, leading to DSCI certifi cation, or for doing a self-assessment 
to improve its privacy practices.
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Privacy Principles based Assessment – Approach and 
Use

The privacy principles represent the core of privacy protection, and privacy concerns, till date, have 
more or less been addressed through use of privacy principles. There exist a lot of commonalities 
in existing data protection regimes, in how they use privacy principles as a tool to address privacy 
concerns. A high degree of agreement among various approaches – US, OECD, EU, APEC, PIPEDA 
– exists. There is thus a set of globally accepted privacy principles. With new privacy principles 
being proposed globally, it is possible that the current set of principles gets extended with addition 
of new principles such as ‘data minimization’ and ‘privacy by design’. These are subject to debate 
and need careful consideration from all aspects before being enforced. 
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As part of DSCI Privacy Framework (DPF©), DSCI has identifi ed nine fundamental Privacy 
Principles which are derived from globally accepted principles of privacy. These nine principles form 
a superset of privacy principles. Concepts such as data minimization, privacy by design, privacy 
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enhancing technologies, individual control etc. can be subsumed under these privacy principles. 
Some of these may emerge as new privacy principles, in due course, because of their signifi cance 
and impact on existing privacy implementations. DSCI Privacy Principles are intended to provide the 
baseline level of privacy protection to all individual data subjects and end users. These principles 
refl ect the need for an assurance level that an organization should create in its transactions 
with the consumers and in its practices to keep intact privacy requirements. The fundamental 
philosophy underlining the principles is the need to hold the data controller accountable for the 
collection, processing and use to which the data is put, thereby ensuring that the privacy of the 
data subject is guaranteed. In implementing privacy principles, it is important for an organization 
to understand their applicability, so as to effectively implement them. In doing so, it is important 
to determine the role an organization plays from a privacy context– that of data controller (where 
the organization determines the purpose and means of data collection and processing) or of data 
processor (where the organization collects and /or processes personal information based on the 
instructions of the data controller). The determination of this role, along with the classifi cation of 
privacy principles as user-centric (requiring involvement of data subject) and organization-centric 
(requiring no involvement of data subject), helps determine the applicability of privacy principles. 
This is depicted in the fi gure below. 
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For example, in an outsourcing scenario, a bank which outsources its bank account opening 
process to a service provider, acts as a data controller whereas the service provider acts as a data 
processor. Now, ‘notice’ as privacy principle requires action from the data subject (consumer of 
the bank) in terms of reading and understanding it and subsequently giving his / her acceptance. 
Since the bank acts as a data controller and has a primary relationship with the data subject, it 
has to ensure effective implementation of the notice principle. The service provider in this case is 
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not responsible for implementing notice principle, even though it has to comply with organization-
centric privacy principles such as security, and use limitation among others.

Organizations having worldwide operations are required to serve consumers (individuals) and 
other organizations (clients) in multi geographies. Their operations are subjected to multiple privacy 
regulations, depending on the geography being served, and nature of services being offered. 
Privacy principles need to be adhered to by both data controllers and data processors (depending 
on the applicability). The Assessment based on Privacy Principles approach is intended to help 
organizations assess and improve maturity in the implementation of privacy principles across all 
the organizational processes that deal with personal information and in the process optimize their 
efforts while implementing privacy principles across global operations. The way the assessment 
approach has been designed ensures that if an organization is compliant with the ‘proposed checks’ 
mentioned in this document, majority of the privacy related regulatory requirements will be met. 
It thus acts as a self-assessment tool.

Privacy Principles based Assessment - Approach
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The essence of this document is the assessment questionnaire which has been developed 
around the privacy principles advocated by DSCI.  The questionnaire has been divided into ten 
areas, corresponding to nine principles, with consent & choice having separate set of questions. 
Questions in each of these areas have been designed in a manner that ensures that the objective 
of each principle is met in implementation. In designing the questions, lot of emphasis was put on 
identifying all the possible perspectives / aspects related to the implementation of each privacy 
principle. To do this, DSCI studied global privacy regulations and tried to build an inventory of intent 
and content vis-à-vis privacy principle prescribed in different regulations. Based on this inventory, 
a list of actions was identifi ed that could be performed by organizations to achieve the intent and 
content of a privacy principle. To the extent possible, these actions were further mapped to different 
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scenarios and the different levels (process or organizational) at which they can be implemented, 
in order to give more meaning and practicality to the assessment questions.  Finally, to keep the 
assessment questionnaire contemporary, evolving issues, trends, approaches and practices 
were also taken into consideration by referring to latest discussions, new privacy approaches 
and principles, proposed revisions of privacy regulations and issues in the implementation of 
privacy principles. For this purpose, the revisions in privacy regulations globally, publications, 
white papers of leading global think tanks, academic institutions, market analysts and law fi rms 
were studied and analyzed.

Since all the possible aspects related to a privacy principle have been taken into account, questions 
pertaining to a particular principle are comprehensive enough covering all the related parameters 
that can impact or infl uence any aspect associated with that principle. This approach can seemingly 
lead to some amount of repetition or similarity in use of question content in different principles. 
The advantage, however, is that the user need not refer to questions under another principle while 
using  the question set of a particular principle as each question set is complete in itself. This also 
makes the assessment questionnaire modular, as new aspects may be added into a question set 
based on the evolution of a particular privacy principle.

As mentioned earlier, the assessment questionnaire is for self-assessment purposes and DSCI 
has not provisioned for any DSCI certifi cation based on the evaluation by third party assessors, 
unlike the Assessment of Organizational Competence in Privacy approach. In conducting self-
assessments using the questionnaire included in this document, the assessor’s independence, 
expertise and judgment (keeping in view the context and environment of assessments) will play 
a crucial role. Assessor’s opinions and judgments are crucial, esp. after analyzing the evidences 
and facts. The assessors should record their opinions and judgments against each question (with 
appropriate & suffi cient reasoning), highlighting whether the respective aspect of a privacy principle 
has been successfully implemented or not (or even if that particular aspect is relevant for that 
particular organization) and provide their own recommendations for closing the gaps.

As mentioned earlier, this assessment approach based on global privacy principles is relevant for 
organizations having global operations.  To address the specifi c needs of the organizations having 
operations in India, as also advised by the Privacy Assessment Advisory Group (PAAG) which 
was setup by DSCI to guide it in designing DAF-P, DSCI has specifi cally designed an assessment 
questionnaire for helping organizations assess compliance against the privacy principles prescribed 
under section 43A of the IT (Amendment) Act, 2008. This has been separately included in this 
document put in the last section and can be used as a self-assessment tool.


